True Last Logon 4

Thank you for using True Last Logon 4!
This document contains information to help you get the most out of True Last Logon. Look here
first for answers and to get started.
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Quick Introduction

With True Last Logon you can clean up your Active Directory by easily identifying unused or
obsolete user and computer accounts based on their true last logon time and account status.
You can use the built-in scheduler to run scheduled reports, perform actions such as disabling
accounts, removing the user from sensitive groups etc.

System Requirements
Microsoft .Net 4.0 Framework
Microsoft Windows XP, Vista, 7, 8, 8.1, 2003, 2008, 2008 R2, 2012 and 2012 R2

Main features

= Accurately locate the last time users and computers were used.
= Detailed account status

= Automate reports and bulk changes

= Built-in scheduler

= Powerful bulk administration tools

= Move, Delete or Disable redundant accounts

= Command line operation

= Email, print or export reports

= No server components or agents to install

= No changes to Active Directory required

Installing True Last Logon

Files installed by True Last Logon

Program executable: TruelLastLogon.exe
Name: True Last Logon
True Last Logon 3
Path: C:\Program Files (x86)\Dovestones Software\True Last Logon
MD5: 6ba4ebe968d7833e4b73f10a7dd731d3

Upon being installed, the software adds a Windows Service, which is designed to run
continuously in the background. The primary executable is named TruelLastLogOn.exe

True Last Logon 3 by Dovestones Software Ltd



G Services (Local) | H6) geriicas (Local)

True Last Logon Scheduler Name Description Status  Startup Type Log OnAs
% Shell Hardware Detection  Provides notifications for AutoPlay hardware events. Running  Automatic Local System
Stop the service % Smart Card Removal Policy  Allows the system to be configured to lock the user desktop upon smart card removal. Manual Local System
Festait the service %, Special istration Con... Allows admini: to remotely access a command prompt using Emergency Management Services. Manual Local System
% Spot Verifier Verifies potential file system corruptions. Manual (Trigger Start) Local System
Description: 7 Superfetch Maintains and improves system performance over time. Manual Local System
True Last Logon Scheduler = System Event Notification S... Monitors system events and notifies subscribers to COM« Event System of these events. Running  Automatic Local System
% Task Scheduler Enables a user to configure and schedule automated tasks on this computer. The service also hosts mul.. Running Automatic Local System
% TeamViewer 10 TeamViewer Remote Software Running  Automatic Local System
“ Themes Provides user experience theme management. Running  Automatic Local System
1 True Last Logon Scheduler  True Last Logon Scheduler Running _Automatic Local System
;, User Access Logging Service  This service logs unique client access requests, in the form of IP addresses and user names, of installed ... Running Automatic (Delayed Start) Local System
 User Profile Service This service is responsible for loading and unloading ser profiles, I this senvice is stopped or disabled, ... Running Automatic Local System
% Virtual Disk Provides management services for disks, volumes, file systems, and storage arrays. Running Manual Local System
 Volume Shadow Copy Manages and implements Volume Shadow Copies used for backup and other purposes. If this service is... Manual Local System

Install True Last Logon
Note: Ensure that you have necessary privileges to install and run the product

By default True Last Logon will be installed as an application, run the self-extracting EXE and
follow the instructions.

* To continue with the Startup Wizard, click Next.

E:. True Last Logon Setup =

Welcome to the True Last
Logon Setup Wizard

The Setup Wizard will allow you to change the way True Last
Logon features are installed on your computer or even to
remave True Last Logon from your computer, Click Text” to
confinue or “Cancel” to exit the Setup Wizard,

csack || mext> | [ cancel |

Follow the prompts. A progress bar shows you how long it will take to install True Last Logon.

Remove True Last Logon

You can uninstall True Last Logon from your computer by using the Add/Remove Program
feature in the Windows Control Panel.

* On the Start menu (for Windows Server 2012, right-click the screen's button-left corner),
click Control Panel.
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= _Programs
h.d
et programs
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Programs and Features
Power Options

Event Viewer

System

Device Manager

Disk Management
Computer Management
Command Prompt
Command Prompt (Admin)
Task Manager
Control Panel
File Explorer

Search

Run

Desktop

T 1

djust your computer’s settings

System and Security
Review your computer's status
& View event logs

Network and Internet
View network status and tasks

Hardware
View devices and printers

-
t
Add a device

& Turn Windows features on or off

@

J
T

and then, under Programs, Click Uninstall a Program:

View by: Category ¥

User Accounts
# Change account type

Appearance
Change desktop background
Adjust screen resolution

Clock, Language, and Region
Add 3 language

Change input methods

Set the time and date

Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Optimize visual display

=  When you find the program True Last Logon, click it, and then Click Uninstall.

Programs and Features
@) A ‘H b Control Panel » Programs » Programs and Features v & Searc
Control Panel Home .
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, o Repair.
& Turn Windows features on or
a Organize ~ Change  Repair
Install a program from the — , -
network Name Publisher Installed On  Size Version
& Google Chrome Gooegle Inc. 04/03/2015 41.0.2272.76
(7 Microsoft SQL Server Compact 3.5 SP2 Microsoft Corporation 16/06/2014 614 MB  3.58080.0
‘B Microsoft SQL Server Compact 3.5 SP2 x64 ENI Microseft Corporation 16/06/2014 6.81MB 3.5.8080.0
a TeamViewer 10 Host TeamViewer 04/03/2015 10.0.39052
[ETrue Last Logon | Dovestanes Software 04/03/2015 A8EMB 442 |

Follow the prompts. A progress bar shows you how long it will take to remove True Last

Logon.

Getting Started

When running True Last Logon for the first time you will want to select your domain and choose

which domain controllers to query.
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Click the Domain Query button in the ribbon and select a Domain you want to query. When you
click the domain you will see a list of DCs discovered in your domain, by default allo domain
controllers will be queried, this will get you the most recent logon time and makes sure you get
the values that are not replicated to all DCs. However you may not want to query certain DCs (if
they are across a slow link for example), in this case select the DCs you want to query and then

click OK.
o p ] = True Last Logon 3 - By
IEE Query Quick Filters Actions Expaort Scheduler License
e —
i [ — 'P-q l - Presets | Default
QE% &'3?/ - [ .~ N ‘;
Domain Credentials Domain Browse Lisers Computers Eg Add/Remove Columr
Query i _
C Domain Query - -
L Select Domain(s): Select All Select Mone
domain. com
dovestones,com
[ ] Specify Domain
Select Domain Cantroller(s): Select all Select Mone
DC3.domain.com
DC 1.domain.com
DC2.domain.com

2. When you have selected the domain and DCs to query click the Credentials button to specify
the credentials to use for the connection. Unless specified the connection is made using the

credentials of the currently logged user.

True Last Logon 3 - By

Username:

Password:

Alternate Authentication Credentials

By default the connection is made using the credentials of the currently logged on user.

& P B -
[E= Query Quick Filters Actions Export Scheduler License
[ —
5 [— +\- l Presets | Default
q[g ;"/’J i ) .~ . |;-
Domain  Credentials Domain Browse Users Computers gg Add/Remove Colur
Query = .
Path: Connect As... -

Remember credentials

OK Cancel
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3. Click the Domain button in the ribbon to switch between domains.

s P E S

~ Query Quick Filters Actions Export Schet

;} 2 [ \.'ﬂ l .
7 [ -
Domain  Credentials | Domain Browse Users Compu
Query i

Connection | [ Domain | domain.com -

4. Click the Browse button in the ribbon to see your domain tree, check Organizational
Units (OUs) or Groups to query and then OK. Paths to query will be listed below the tree.
Details of the users or computers found in the selected OUs or Groups will be displayed
in the main grid after we click the Start button.

True Last Logon 3 - By Dovestones Software

ilters Actions Expart scheduler License

\.+)% _1 | I: Presets | Default - b ﬁ -—;\ . .
- rt

Browse Browse Organizational Units and Groups

~/] Show groups

- 3 domain.com -
v WL Africa
b L] Apple
3 ___ Computers
b __| Contacts
b __ Domain Controllers
v W Florida
3 __ Global
3 | Groups
v &L Lendan
b __ Managers ~
Selected paths to query:
OU=AM€=EDm

Ol =Florida,DC =domain,DC=com
Ol =London,DC=domain,DC=com

Columns and Attributes

By default the values of certain attributes are retrieved such as sSAMAccountName (username),
lastLogon, accountExpires etc. You can add additional attributes/columns that you want to
display by clicking the Add/Remove Columns button. You can create your own preset groups to
help with different reports. These presets can be used in the Scheduler.
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True Last Logon 3 - By Dovestones Software

Export Scheduler License
l - Presets | Custom - > E\ ?'f
Users Computers Eg Add/Remove Columns Start Filter
Attribute/Column Selector -
- Preset: iDefault i Rename Delete
Al Columns Selected Columns -
adminCount & sAMAccountMName
badPasswordTime m
C lastLogon
nlppercase last_ogonTimestamp

Starting a query in True Last Logon

When you have selected the domain(s) that you wish to target and chosen the OUs/Groups to
query you can run the query by clicking the Start button.

tﬂ b ] = True Last Logon 3 - By Dovestones Software

[[E= Query Quick Filters Actions Export Scheduler License

q[g 571’//, ﬁ \+}% | 1 | I; Presets | Custom - b E

Domain Credentials  Domain Browse Users Computers %E Add/Remove Columns Start
Query 4 B
Filters
Quick filters allow you to further filter the objects appeared in the True Last Logon board.
& | True Last Logon 3 by Dovestones Software tli-
10 Query Actions Export Scheduler «
Y A

Quick Filter: None -~

By default, True last logon contains thirteen Quick filters:

None

Account that have not logged on in the last (Filter days)
Accounts that have logged on in the last (Filter days)
Accounts that have never logged on

Account with password that expire in less than (Filter days)
Accounts with password that expire in more than (Filter days)
Accounts with non-expiring password

Accounts that expire in the next (Filter days)

7
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9. Accounts that have expired
10. Locked accounts

11. Unlocked accounts

12. Disable accounts

13. Enable account

999 o

You can set also the days —

for some filter, so you will be able to track:

» Accounts that have not logged or that have logged for a certain period of time.
= Accounts with password that expire in less or more than days.

= Accounts that are set to expire in the next days.

Edit Filter

Each query has a list of parameters that determine which objects that query will find. Each
parameter consists of the following: An attribute, an operator, and a value. An example of a
parameter for a User query could be: "Disabled accounts" and this would obviously only return
Users accounts that are disabled. In this example, the attribute is the "Enable" attribute, the

operator is the "Equals” and the value is "' " (check/uncheck the box for enable/disabled
accounts).
& PpPBE S True Last Logon 3 by Dovestones Software =-|(0O] X
[El= Query Quick Filters Actions Export scheduler (23
EH ;/,, Q d“_; 1 ! Presets Custom o p F‘ \}' ~ J ycl,
Domain Credentials Domain Browse Users | Computers | B3 aAdd/Remove Columns Start Fiter Settings | Actions | Export
e Filter Editor
Path: DC=domain,DC=com Fiter: | Custom - =name Delete =
sAMAccountMName - | m And st Authenticated DC accounts
- [Enabled] Equals -
krbtgt krbtgt
krbtgt_1768 krbtgt
KRead Kayles
KRice Kian R
KRichards Kyle R
KRichards 1 Kyle R
KRichards2 Kyle RY
KRichards3 Kyle RJ
KRichards4 Kyle R]
KRichards5 Kyle R
KRichards6 Kyle R
KRichards7 Kyle RJ
KRoss Kyle R}
Krourstage Melani
KSingh Kieran|
KSingh1 Keira
K5teele Keira
KStephenson Katheq Ztls Apply e el
KSutton Kathi
KTharntan Kai Tharrtan v _
1 s

:

6495 objects retrieved.
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Filter editor can be customized to meet specific conditions that results from a query. A
conditions has one more clauses, each enclosed in parentheses. Each clause evaluates to either
True or False. A syntax filter clause is in the following form: <AD Attribute><comparison
operator> <value>

Logical operators

Logical operators are used to create logical combinations of other filter operators. They may be nested
to any depth. The following logical operators are available:

Filter:  Custom

@ And

@ Or

(@ Mot And
@ Not Or

=, Add Condition
= Add Group

° <And>
° <Or>
¢ <Not And>

e <Notor>

The content for <And> and <Or> is two filter operator elements. The content for <Not> is a single filter
operator element.

Condition
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Filter: |Custom

@ And

m Or

@ Mot And
@ Mot Or

=, Add Condition
=+ Add Group

You can combine two or more conditions to build complex queries. You can use the AND and
OR operators into a compound condition. AND, OR and NOT, are logical operators. When you
use multiple logical operators in a compound condition, NOT is evaluated first, then AND, and finally OR.
Operator’s important characteristics are:

- AND connects two conditions and returns true only if both conditions are true

- OR connects two conditions and returns true if either condition is true or if both
conditions are true

- Unlike AND and OR, NOT does not connect two conditions. Instead, it negates (reverse)
a single condition.

Group

By grouping query clauses, you specify that those clauses should be evaluate as a single unit
within the rest of the query, similar to putting parentheses around an expression in a
mathematical equation or logical statement.

Filter:  Custom

@ And

m Or

(@ Mot And
@ Not Or

=, Add Condition
= Add Group

Add/Remove Columns
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By default, True Last Logon displays 12 columns of attributes data for objects, as the saMAccountName

and cn attributes.

s PE S True Last Logon 3 by Dovestones Software - I o -
B Query Quick Filters Actions Export Scheduler o
@ =] % = — : . :
a3 w» = w P et custom - ’ U V e J d,
T P E Q (&N N ’
[g!umaln Credentials  Domain | Browse Users | Computers | B AddRemove Columns Start top Fiter Settings | Actions | Export
uery x x
onnecti Actions
Path:  DC=domain, DC=com -
IsAMAcmunWame ()] lastLogon ¥ |astlogonTimestamp Last Authenticated DC | accountExpires badPwdCount  PasswordieverExpires |

a a

To change the display, selects add/Remove Columns. In the Add/Remove Columns dialog box, there is a
list of columns to choose from to display in the result pane.

Attribute/Column Selector =
Preset: [Custom i
All Columns Selected Columns
adminCount - sAMAccountName
badPasswordTime m
C lzstLogon
nllppercase lzstLogonTimestamp
o Last Authenticated DC
company accountExpires
createTimestamp badPwdCaunt
department PasswordheverExpires
description leganCount
destinationOU |:|"l> Enabled
directReports Lockout
Diszbled W mail
displayName
distinguishedianme Y
enplayeslD L
employeeNumber dj}
expirationTime ¢
extensionAttribute 1
extensionAttribute 10
extensionAttrbute 11
extensionAttrbute 12
extensionAttrbute 13
extensionAttribute 14
extensionAttribute 15
extensionAttribute2
extensionAttribute3
extensionAttributed .
mebmim i &b b
Add Column Import Columns Sawve Preset
oK Cancel

Add Column: Can be configured to display operational attributes that are not shown by default.

Import Columns: Can be used to select properties to import from a domain controller

Save Preset: Save the current selected view giving ID and Name

Access toolbar command
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True last logon, is made by one options tab and five tabs. As we have already seen the Query
tab and the Quick Filters tab in the previous steps, let us now review the Actions tab.

E ] query | wﬁm Actons Bwrt Scheduder )
& B Ctrl+B s
@ Browse - ch ﬁ . B taers v ’ . Y X J
EE Add/Remove Columns  Ctr+D
Domain Credentials Domain &owse Users Ccmpuhas 2 Add/Remove Columns Start Stop Fiter Settings Acnons Ewl ‘
’ Start F5 Query |
B sop F6 Connection Path Objects Columns | Acton @) Disable A sV Cr=V »
= Print cep |5 Guey | QuckFiters [ Acbons | Export | Schedier of Enable T Bxeel (ALS)  CtreE
Export N v x & Mo T Buel (5K CireX
=] Open Scheduler e s | LT . B AddtoGroup L4/ eoF CtieF
Setti B Remove from Group B Database Crl+D
A ngs " _
B Command Line &7 T - l A I - ot 3 Remaove from All Groups = Print Ctrl+P
| Query  QuickFilters ctons | Export  Scheduler . o
© Hep F1 p [ Set Expiry Date }—
vVOX b R28 &8 @ X ouee |
Exit
Enable Disable | Delete | Move = Addto Remove Remove from SetExwy
Group from Group  All Groups
) Actions
(5% | query  QuckAlters  Acions | Export | Scheduler &
SPTE e
€SV Excel Excel PDF Pint | Database
T s s
| (5= | query  QuekFiters  Actons Bt | Schedusr | &
Open Scheduler

Scheduler

Actions Tab

The actions pane contains a set of commands for the most important use of True Last Logon.
This panel can be quickly accessed by clicking the Actions tab in the grey bar panel or by
clicking the icon located in the query tab section.

[E= Query Quick Filters Actions &5

J@X&&& & [

Enable Disable | Delete Move Addto Remove Removefrom | SetExpiry
Group from Group Al Groups Date

Actions

| [E° | query | QuikFiters  Actions  Bxport  Scheduer X
[Zm - —_—
)
W LB K ] L W o A IR AR T4
Domain Credentials Domain Browse Users = Computers B2 AddRemove Columns Start Stop Settings || Actions || Export ‘
Query ‘ -~ -
Connection Pat Objects Columns | Action Filter Settings || € Disable
Path: DC=domain,DC=com o/ Enable =
Move ——
sAMAccountName 4 lastLogon lastLogonTimestamp logonCount Ena & i iged
& Addto Group 7
Guest Guest 2/23/2015 9:29:21 PM o | & Removefrom Group 9
Guie1934 Annette Putnam 0 B Remove from All Groups 8::
Guie 1935 Annette Putnam 0 @ Set Expiry Date 8::
Guly1959 Louise Baker 0 i :3¢
Guiy1960 Louise Baker o |3 Delete 10

Eight actions can be performed in this tab, let us review section by section.

Enable/disable accounts

In the details pane, right-click the use or just Click Enable/disable from the toolbar Actions
menu. Depending on the status of the account, do one of the following:

12
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=

ctons | Export  Schedder

xaaam 7

Delete Move Addto Remove Remove from SetExpry
Group from Group  All Groups

Actions

€ Disable
of Enable

K Delete
& Move

B Addto Group

& Remove from Group

3 Remove from All Groups
[ SetExpiry Date
» To disable, click Disable Account. Click yes to confirm.

é 1 ohject(s) will be disabled, Are you sure you want continue?

Cve [ w

= To enable, click Enable Account, Click Yes to Confirm.

A 1 ohject(s) will be enabled, Are you sure you want continue?

Delete

In the details pane, right-click the user account or just click Delete from the toolbar Actions
menu, and then click Delete.

13
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Enable Disable M Addto Remove Remove from = SetExpry
Date

Group from Group Al Groups
Actions

sAMAmotham'q: -7 m Imﬂ.ogon
&« 1
christon__ | © Disable
R 3 of Enzble
"'.‘ ¥ Delete I
‘ & Move

& Addto Group
& Remove from Group
& Remove from All Groups
Set Expiry Date
iy

= Click yes to confirm.

A 1 object(s) wil be deleted, Are you sure you want continue?

Cves 1]

Move

In the details pane, right-click the user that you want to move, and then click Move. In the Move dialog
box, click the folder to which you want to move the user account.

Remove from = SetExpiry
Group from Group  All Groups Date

.-" Actions

SAMACcountNames' <7 m lastLogon
".‘ of Enable
.'-_ A Delete

.

3 Addto Group

& Remove from Group

3 Remove from All Groups

[ SetExpiry Date

In the Move dialog box, click the folder to which you want to Move the user account.

14
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Move Objects x|

Destination OU: | OU=Florida,DC=domain,DC=com ! Browse

= (Click Yes to Move the user to another folder.

Confirmation

L 1 object(s) wil be moved. Are you sure you want continue?

Mo

Note: To perform this procedure, you must be a member of the Account Operators group,
Domain Admins group, or Enterprise Admins group in Active Directory Domain Services (AD
DS), or you must have been delegated the appropriate authority. As a security best practice,
consider using Run as to perform this procedure.

Add to Group, Remove from Group and Remove from All Groups

In the details pane, right-click the User you want to Add or just clicking the equivalent
command from the toolbar actions menu. On the Members tab, click Add/Remove

LS P E = True Last Lc
(E= Query Quick Filters | Actions Export Scheduler
2ol 3 (v v 3 [=-=
vO X DB @ | bz
Enable Disable Delete Move Add to Remove Remove from Set Expiry
Group from Group All Groups Date
4 =

Path: DC=domain,DC=com

...........

SAMAccountiNgaie - 7 o lastLogon
»

...

Disable
Enable
Delete

Move

Add to Group

Remove from Group

Remove from All Groups

i

e e e X ?50

Set Expiry Date

In enter the object names to select, type the name of the group, or computer that you want to
add/Remove to the group, and then click OK.

15
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]

£§L 1000PlusTest

£ Access Control Assistance Operators

£E1 Account Operators

£l Administrators

S5 Allowed RODC Password Replication Group
£ Backup Operators

£ Cert Publishers

+y1 Certificate Service DOOM Access

+31 Clansable Domain Controliers

.&1 Comgliance Management

.& Cryptographic Operators

£ Delegated Setup

£ Dersed RODC Password Replication Group
£51 Developers

.Eﬂ Discovery Management

£ii Distributed COM Users

£ DnsAdmins

51 DnsUpdateProny

£ Domain Admins

..:"{1 Domain Computers

£ Domain Controllers

£¥ Domain Guests

£§L Domain Users

£¥1 Enterprise Admins -

ek | cancel

= C(lick yes to add the user to the group.

& 1 object(s) will be added to the group. Are you sure you want confinue?

» Click yes to remove the user to the group.

& 1 object{s) will be removed from the group. Are you sure you want continue?

Cves [

= Click yes to remove the user from all groups.

A 1 object(s) will be removed from all groups. Are you sure you want continue?

Cye0 [ w

Note: To perform this procedure, you must be a member of the Account Operators group,
Domain Admins group, or Enterprise Admins group in Active Directory Domain Services (AD
DS), or you must have been delegated the appropriate authority. As a security best practice,
consider using Run as to perform this procedure.
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Set Expire Date

In the details pane, right-click the User you want to set the expiration time or just Click Set
Expiry Date from the toolbar Actions menu. To specify an exact time, just specify the period
from the current time.

J @x& m f& &

Enable Disable | Delete Move Addto Remove Remove from | SetExpiry

Group fromGroup  All Groups Date
Actions ¥
Y
-~ e | lastLogon
€ Disable

of Enable

K Delete

& Move

a Add to Group
& Remove from Group
3

&

Remove from All Groups

Set Expiry Date

= W
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Export Tab

True Last Logon reads the Users/Computers from Active Directory, then you can export these
objects to a data source such as a CSV file, Excel (XLS and XLSX), PDF, database (SQL Server and

Microsoft ODBC for Oracle) or print.
& PE - True Last Logon 3 by Dovestones Software |L|£-

[E= Query  QuickFilters Actions Scheduler o
FEm  FEm o
dy /&- ot E _3
DF

csv Excel  Excel FI
= (KLs)  (aLsx)

Print Database

Path:  DC=domain,DC=com

& PE - True Last Logon 3 by Dovestones Software [ = o e
[E= Query Quick Filters Actions Export Scheduer A
@ A — P p— 1 3 ?
g y 0 Presets Users v . 9 e
M S = R b S - > B ¢ N | ¥ é
Domain Credentials Domain Browse Users Computers g; Add/Remove Columns Start Fiter Settings | Actions | Export
Query & - ~
csv Ctrl+V »

Excel (XLS) Ctri<E
™ Excel (XLSX) Ctrl« X

Path:  DC=domain,DC=com

sAMAccountName -7 lastLogon last ogonTimestamp logonCount Enabled
| LA PDF Ctrl+F
christian 0 B Database Ctrl+D
o= Print Ctrl+P

Scheduler Tab

Using the Scheduler feature of True Last Logon you can schedule various Actions to run
automatically at predefined intervals. Scheduler are often used to automatically add or remove
AD objects from groups, send e-mail notifications, clean inactive user and computer accounts
from Active Directory, move objects between OUs based on certain policies, etc.

.ﬂ ’ & = True Last Logon 3 by Dovestones Software |;|£-
[El= Query Quick Filters Actions Export &

Open Scheduler

Path:  DC=domain,DC=com

Configuring a Scheduled Task item

When setting up a task, first decide what will trigger that task to start. A trigger is a set of
criteria that, when met, starts the execution of a task. You can use a time-based trigger or an
event-based trigger to start a task. Each task can contain one or more triggers, allowing the task

18
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to be started in many ways. If a task has multiple triggers, the task will start when any of the
triggers occur. Click the New Schedule tab, and start the wizard for the task.

Scheduler == -
File Edit
r
Mame Trigger Last Run Date Mext Run Date Type Last MESSEQI

4

Last refresh: 8:35:21 PM

=  Enter the name for the new Scheduled Task, and click Next.

Schedule Mame

Please enter the schedule name:

Truslast ogon

» On the Trigger Type and Once Trigger page, you need to define the time or time
interval at which the task must be run. Select the desired time or time interval and click
Next.

Trigger Type Once Trigger
Please selsct the freqguency: Date: |3/9/2015 |
@ Once Time: | 10:00 PM v
Daily
) Weskly
. Monthly

= Select your Schedule Type.

Schedule Type

Schedule Type: | Export -

Export
Actions
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* On the query Information page, you need to select the OUs and choose the type of
Active Directory objects, on which the new Scheduled Task will be executed. The
Scheduled Task will be executed on all objects of the chosen type included in the activity
scope of the task. If you want the Scheduled Task to be performed on user objects,
leave Users in the Objects type, and click Next.

Schedule Wizard =

& Schedule Wizard

Query Information

Domain: [domain.com -

DCs: Domain Controllers

Qls: = Browse..

Username: domain wsername

Password:

Objects: Al Users [T] Computers

Columns: Default * | AddRemove Columns

Sort: Default Sort -

Filter:

Quick Filter: |MNane A Days

Note: Credentials must be supplied for the Local System account to be able to connect to AD

Test Query
| MNext> | Cancel

» At the next step, you need to specify which actions the task will perform when it is
executed. To add an action: Click the Add Action button. Select the action you need in
the list.
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Schedule Wizard |_|x

& | Schedule Wizard

Actions
Artions
Add the actions to be performed on the results of the query:
Action Type
w
Action: | Disable o
Enable all E
Disahle
Delete
Move
Add Action Add to Group
Remove from Group
Emai Repart | Remove from All Groups h

| Send actions report by email

Mext = Cancel

=  When finished, Click OK. To add other actions, Click Add Action in the context menu.
Actions are executed sequentially according to their order in the set. Click #Move Up

and #Move Down buttons to move the selected action up or down in the chain of
execution.

You can also automatically send actions report by email. Email report allow you to select specific
reports to be send to you at regular intervals.

» If you want to send an Email report select Send Actions Report by Email.

Emaid Report

q" Send actions report by email

Email(s): | admin@domain.com|

Separate multiple email addresses by a semicolon or a comma
=R . ! ) Send Test Emai

After you have completed your Scheduled Task review your Summary.
» C(lick Finish to complete the task.
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summary

Summary:

Schedule Mame; TestastLogon

Trigoer Frequency: Once
Start Date/Time: Monday, March 9, 2015 10:00 PM
Mext Run Date/Time: Monday, March 9, 2015 10:00 PM

Domain: domain.com

Domain Controllers; All

QU(s): DC=domain,DC=com

Object(s): Ussrs

Columns: sAMAccountMame, cn Jastogon JastiLogonTimestamp LastAuthenticatedDC accountEspire:
Actions:

- Dizable

Send Email Report: True

Email Redplent(s): admin@domain.com

1 k

Test Schedule Now

Cancel

Customize the Quick Access Toolbar

The True Last Logon Quick Access Toolbar is a customizable toolbar that contains a set of
commands that are independent of the tab that is currently displayed. You can move the Quick
Access Toolbar from one of the two possible locations, and you can add buttons that represent
commands to the Quick Access Toolbar. By default, we have only two standards actions: START
and STOP.

£ P = True Last Logon 3 by Dovestones Software [=
(E% || query | QuickFilters  Actions  Export  Scheduler
D_r% /)"J % \"")\ .1 ’ ‘i Presets Default v > D v < J »dy
Domain Credentials Domain Browse L Add to Quick Access Toolbar Start : Filter Settings | Actions = Export

Query 2 X
Show Quick Access Toolbar Below the Ribbon

Minimize the Ribbon
Path: | DC=domain,DC=com

Getting to the commands you use the most does not need to be difficult.
*  When you find a favourite command, right-click and then add to Quick access toolbar.

L& P EH E > True Last Logon 3 by Dovestones Software E
1B Query w Export Scheduler
D4—b) ,fj 74 kff \"')\ 1 |! Presets Default v ’ D V . J ydy
Domain Credentials Domain Browse Users Computers | HS Add/Remove Columns Start f Filter Settings | Actions = Export
Query ~ - -

* You can add and customize your Quick Access Toolbar with all you favourite commands.
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Domain  Credentials
Query

Connection

Doman Browse ‘

COﬂWWS

Objects

Presets Default
B2 Add/Remove Columns

Columns

> B

Start Stop

Action

Y

Filter

Filter

Settings

Settings

v

Actions = Export
- -

Actions

Expoct

Options button

The options tab includes the most important True Last Logon commands. Let us review just a

few of the most important options that we have not yet reported.

The option Settings provide an additional window to change the default language, enable

Browse Ctri+B
Add/Remove Columns  Ctrl+D
Start F5
Stop Fo
Print Ctrl+P
Export

Open Scheduler

Settings

Command Line F7
Help F1
Exit

logging, Clear the History, set the client timeout and to see the True Last Logon version.
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Settings ﬁ

Language
DefaultLanguage: Englsh UnitedKingdom) . i~

Logging

Enable logging
Log File: | C:\sers\Administrator DOMAIN\Documents\Truelastic
History
Clear OUs History
Clear Domains History
Clear Domain Logins History
Clear Last Used DB Connection String

Directory Oplions

Client Timeout: -1 % (seconds)

Version

Version: 3.0.1.6

You can also find the True Last Logon Command line. For info about this feature go to the
command line operation content.
. Administrator: C:\Windows\System32\cmd.exe M

icrosoft Windows [Uersion 6.2.%28H1
(c? 2012 Microsoft Corporation. ALl rights reserved.

C:wProgram Files (xB86>-Dovestones SoftwaresTrue Last Logon>_

Command line operation

The scheduler built-in to True Last Logon contains a wizard that will help you automate True
Last Logon, however if you do need to use a command line you can use ADBulkUsersCLl.exe.
You can find the syntax and command line examples for TrueLastLogonCLl.exe below.

True Last Logon Command Line Syntax
TRUELASTLOGONCLI [/?]
[/HELP]
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[/LANG:{language}]

[/LOG]

[/DOMAIN:{domain}]

[/DC:{dc}]

[/TIMEOUT:{timeout}]
[/USERNAME:{username}]
[/PASSWORD:{password}]
[/OU:{ou}]

[/OBJECTS:{USERS | COMPUTERS}]
[/COLUMNS:{columns} | /PRESET:{preset}]
[/FILTER:{filter}]

[/QUICKFILTER:{NotLoggedOnInXDays | LoggedOnInXDays | NeverLoggedOn | PasswordExpiresinL
essThanXDays | PasswordExpiresinMoreThanXDays | AccountExpiresinTheNextXDays | AccountEx
pired | LockedAccount|UnlockedAccount|DisabledAccount|EnabledAccount | NonExpiringPassw
ord}]

[/QUICKFILTERPARAMS:{params}]

[/SORT:{sort}]

[/FORMAT:{CSV |XLS| XLSX | PDF | DB}]

[/FILE:{file}]

[/ENCODING:{ASCII | UNICODE | UTF8}]

[/CONNECTIONSTRING:{connectionstring}]

[/TABLENAME:{tablename}]

[/TABLEACTION:{NONE|CREATE | TRUNCATE | DROP}]

[/ACTION:{ENABLE | DISABLE | DELETE | MOVE | ADDTOGROUP | REMOVEFROMGROUP | REMOVEF

ROMALLGROUPS |SETEXPIRYDATE}]
[/ACTIONPARAM:{param}]

General options:

/? /HELP Displays command-line help

/LANG Changes the application language (e.g. /lang:de)
/LOG Enables application logging

Query Options:

/DOMAIN The domain name (e.g. mydomain.com)
/DC The list of domain controllers to query

Multiple DCs should be separated by a comma

If none are specified, all DCs will be queried
JTIMEOUT The amount of time in seconds to wait for the DC to respond
JUSERNAME The username to authenticate to Active Directory
/PASSWORD The password to authenticate to Active Directory
/OU The list of OUs or groups to include in the query

Multiple OUs should be separated by a semicolon
/OBJECTS The object classes to be retrieved

Parameter values: USERS or COMPUTERS
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Multiple object classes can be separated by a comma
If not passed, the default object class will be USERS
/COLUMNS  The list of column IDs to be included in the query
Multiple column IDs should be separated by a comma
/PRESET The preset columns list ID
JFILTER The filter expression applied to the retrieved data
e.g.: [filter:"cn LIKE '%myname%'""
/QUICKFILTER Use one of the following:
NotLoggedOnInXDays
LoggedOnInXDays
NeverLoggedOn
PasswordExpiresinLessThanXDays
PasswordExpiresinMoreThanXDays
AccountExpiresInTheNextXDays
AccountExpired
LockedAccount
UnlockedAccount
DisabledAccount
EnabledAccount
NonExpiringPassword
/QUICKFILTERPARAMS Use to specify the days param to the quick filter
Use with quick filters that need a parameter
e.g.: /QUICKFILTERPARAMS:7
/SORT The sort expression applied to the retrieved data
e.g. /sort:"cn ASC"

Export options:
/FORMAT The export format (Parameter value: CSV,XLS,XLSX,PDF or DB)

File export Options:

JFILE The full path of the destination file
Required for CSV, XLS, XLSX and PDF export formats
/ENCODING The encoding of the file when the export format is CSV
Parameter value: ASCIl, UNICODE or UTF8
If not passed, the default encoding will be ASCII

Database export options:

/CONNECTIONSTRINGThe database ODBC connection string

/TABLENAME The destination table name

/TABLEACTION The action to perform on the table before inserting the data
Parameter value: NONE, CREATE, TRUNCATE or DROP
NONE: Does not modify the table
CREATE: Creates the table
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TRUNCATE: Truncates the table
DROP: Drops and recreates the table
If this argument is not passed, the default action will be DROP

Action options:

JACTION Defines the action to execute on the results.
Use on of the following:
ENABLE
DISABLE
DELETE
MOVE
ADDTOGROUP
REMOVEFROMGROUP
REMOVEFROMALLGROUPS
SETEXPIRYDATE

/ACTIONPARAM The parameter to pass to the action if it requires it.

For MOVE action, the parameter should be the DN of the destination OU

For ADDTOGROUP and REMOVEFROMGROUP actions, it should be the group's
DN

For SETEXPIRYDATE action, it should be expiry date in system format

Notes:
- The command-line arguments and their values are case insensitive
- When an argument value contains spaces, surround it by double quotes

Example use:

Export the default columns present for users in TestOU1 and TestOU2 organizational units to a
CSV file

TRUELASTLOGONCLI /domain:mydomain.com
/ou:"0OU=TestOU1,DC=mydomain,DC=com;0U=TestOU2,DC=mydomain,DC=com"
/preset:default /format:csv ffile:"c:\testfile.csv"

Export "cn" and "displayName" attributes for users in the "TestOU" organizational unit to a
database table named "TestTable" located in a a SQL Server database

TRUELASTLOGONCLI /domain:mydomain.com /ou:"OU=TestOU,DC=mydomain,DC=com"
/objects:users /columns:cn,displayName /format:db /connectionstring:"Driver={SQL

Server};server=MyServer;database=TestDB;trusted _connection=no,uid=sa;pwd=sa"
/tablename:TestTable
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Introduction
Microsoft .Net 4.0 Framework
Microsoft Windows 2000, 2003, 2008, 2008 R2, 2012 and 2012 R2

Copyright Notice

Copyright © 2014 Dovestones Software. All rights reserved.

The software contains proprietary information of Dovestones Software Ltd; it is provided under
a license agreement containing restrictions on use and disclosure and is also protected by
copyright law. Reverse engineering of the software is prohibited.

Due to continued product development this information may change without notice. The
information and intellectual property contained herein is confidential between Dovestones
Software and the client and remains the exclusive property of Dovestones Software Ltd. If you
find any problems in the documentation, please report them to us. Dovestones Software does
not warrant that this document is error-free.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted in
any form or by any means, electronic, mechanical, photocopying, recording or otherwise
without the prior written permission of Dovestones Software Ltd.

Support

If you require help with True Last Logon or simply need to ask a question please you can
contact us via our support form at http://www.dovestones.com/supportform.asp or send an e-
mail to support@dovestones.com.

See also the Frequently Asked Questions at http://www.dovestones.com/support.asp.
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